© NRS

GDPR Compliance Policy

Doc: 2.01

| Title:

GDPR Compliance Policy

Responsible Department:

Business Support & Compliance

Affected Department(s): All

1. PURPOSE

1.1. This policy complies with the UK General Data Protection Regulation 2018 (UK GDPR).

1.2. This SOP describes the types of Personal Data the company collects, how this information may be
used, and with whom it may be shared. This Policy also describes the measures the company

takes to protect the security of personal information that has been provided.

1.3. The purpose of the UK GDPR is to ensure the law is fit for the digital age in which an ever-
increasing amount of data is being processed. This needs to be done fairly and lawfully.

1.4. This Policy informs all staff how they can review, update, or withdraw any Personal Data, request
additional information about personal data protection practices, and provide feedback on

personal data protection practices.

2. SCOPE

2.1. This SOP applies to the following sources for which we process personal data:

3. DEFINITION

3.1. "PersonalData" in this Policy means data that can identify an individual. Personal data can only
be processed if we have a need under one of the 6 legal bases identified under UK GDPR. In most
cases across the Company, the legal bases will be Consent, Contract, Legitimate Interest, and

Employees
Suppliers
Customers
Potential customers
Service providers
Business Partners of NRS-UK Ltd

Legal Obligations.

4. PROCEDURE

4.1. Personal Data Collected from Staff

4.1.1. The types of Personal Data that the Company collects about individuals include but is not

limited to:
e Name
e Contact address and telephone number
e PassportID
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NI number

Nationality

Date of Birth

Qualifications

Employment History

Reference details

Salary details

Tax details

Bank/Building Society account

Personal email address (if applicable)

Driving license and car insurance (if applicable)
Pension details

Absence history

Performance history

Next of kin

Photographs for use on email signatures and NRS-UK Ltd’s social media platforms

4.1.2.The company will only collect necessary data and does not collect personal data for
irrelevant purposes.

4.1.3.Where staff provides personal data about other individuals, staff must confirm that they are
authorised to disclose and consent, on their behalf, to the processing of such Personal Data
for the purposes described in section 4.2. of this Policy, or other purposes for which consent
has been sought and obtained.

4.1.4.For further details on how we process and store employee data, please refer to the
Employee Privacy Notice.

4.2. Purposes for which the Company Collects and uses Personal Data from Staff

4.2.1.The company collects and uses Personal Data provided for the following purposes:
e A legal obligation for some data (such as passport, tax and NI details);
e A contractual obligation for some data (such as salary, pension, bank account);
e A consensual obligation for some staff benefits (including life cover which requires next of
kin details).

4.3. Third-Party Recipients of Personal Data
4.3.].Certain relevant data may be shared with a third party. This may be within the Mobilitas
Group, HMRC (or equivalent), pension provider or financial broker, and auditors. Depending
on individual staff roles, data may be shared with travel agencies, airline services, and hotels.

4.3.2. Personal Data is also used in applications such as OrderWise and People HR.

4.3.3. Minimal personaldata (fullname) is shared and used by customers, suppliers, and service

providers.
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4.4.1.The company collects and uses minimal Personal Data from the following external sources:
e Suppliers
e Customers
e Potential customers
e Service providers
e Business Partners of NRS-UK Ltd

4.4.2. Forthetypes of Personal Data that is collected about external individuals, please refer to

our Privacy Policy which can be found on the NRS-UK Ltd website.

4.5. Purposes and Use of Personal Data from External Sources

4.5.1.The company collects and uses Personal Data provided from external sources for the

following purposes:

To provide quotes, process orders, payments, and tendering purposes.

To conduct due diligence/background checks that are mandated by legislation or NRS-UK
Ltd internal policies and practices.

For the purposes of the supply of products and services and support by suppliers/service
providers/business partners to NRS-UK Ltd;

To keep suppliers/service providers/business partners updated on changes to NRS-UK
Ltd’s policies.

To evaluate and improve the Company and Group's products and services.

To evaluate the products and services provided by suppliers/service providers/business
partners to the Company and Group.

e Security clearance/entry access into the Company and Group’s premises, and;
o To facilitate attendance at events/functions organised.
4.6. GDPR Register

4.6.1.A GDPR Register has been created for the Company to log the type of data being gathered
and how this is used and stored. The register lists the purpose for the data being held,
whether it is shared with a third party, its retention period, and the legal basis for the
requirement to hold this data.

4.6.2. The GDPR Register is securely held on the Company SharePoint with access restricted to
the Business Support & Compliance Department to protect and secure this information.

4.7. Security and Retention of Personal Data

4.7.1.Sensitive Personal data is securely held on an encrypted server and/or locked cupboards.
Some data/files are password-protected and only accessible to a limited number of
individuals. Data shared is transferred securely between limited individuals. Mobile devices
(laptops, mobile phones, files stored on USB sticks) used offsite are password protected, and
staff are requested to connect to the Company SharePoint rather than store data locally.
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4.7.2. Retention of data varies dependingon the nature of the relationship between the Company
and the individual. Data may be retained for legal purposes, application purposes and
marketing purposes for legitimate interests. This list is not exhaustive.

4.7.3. NRS-UK Ltd only retains Personal Data for as long as the retention is required for the
purposes for collecting this Personal Data, the purposes described in this Policy, and for any
business or legal purposes.

4.7.4. Generally, the company will not retain Personal Data for a period of longer than 7 years
after the original purposes for which the Personal Data was collected has ceased to be
applicable unless otherwise required by law. This excludes current employees where data is
retained for the duration of employment and held for 7 years post-employment.

4.7.5. For any unsuccessful job applicants, NRS-UK Ltd will retain Personal Data for no longer
than 3 months after initial application, unless informed otherwise.

4.7.6. Data, inits entire format, no longer required by the Company will be securely destroyed.

4.8. Rights of Access

4.8.1.Individuals have the right to access or review the data the company holds for them.

4.8.2. Any individual wishingto request any access to data held by the company should be made
in writing to the Business Support & Compliance Department, dpo@nrs-uk.com, and SOP
2.03 GDPR Data Subject Access Requests followed.

4.8.3. The Business Support & Compliance Department will provide all information requested to
the individual taking the appropriate security precautions. This will be provided within 30
calendar days unless it | deemed to be a complex request.

4.8.4. Any data that may concern other individuals or for data that the company identifies as a
lawful reason to withhold may not be shared with the individual making the request.

4.9. Rectification of Data

4.9..Individuals have a right to ensure any personal data held by the company is accurate and up
to date.

4.9.2. Itistheresponsibility of the individual to ensure any changes to any personal data held by
the company are communicated to the Business Support & Compliance Department,

dpo@nrs-uk.com.

4.9.3. Changes to any data must be passed to the Business Support & Compliance Department,
dpo@nrs-uk.com in writing to ensure that any changes are accurately made and logged.

4.10. Restriction of Processing of Data
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4.10.1. Individuals have the right to restrict the processing of their data if there are concerns about
the accuracy of the data the company holds, if the individual believes the processing to be
unlawful, or if the individual requires further clarification on the reasons for processing of any
data.

4.10.2. In suchinstances, the individualis to make a request for restriction of processing in writing
to the Business Support & Compliance Department, dpo@nrs-uk.com.

4.10.3. Upon receiving such a request, the company will temporarily stop processing this data
while this request is investigated.

4.10.4. If an investigation determines that the objection is justified, the company will permanently
stop using this data and provide written confirmation to the individual that processing has
ceased.

4.10.5. If the investigations determine that there is a justifiable requirement to continue the
processing of this data, this justification will be provided to the individual in writing.

4.11. Erasure of Data

4.1.1.In certain circumstances, individuals may be able to request erasure of their data, and the
company will make a reasonable effort to comply with these requests.

4.1.2. For any individuals wishing to request the erasure of any of their data, this must be made in
writing to the Business Support & Compliance Department, dpo@nrs-uk.com and SOP 2.04
GDPR Data Deletion Requests, followed.

4.1.3. For datathe company requires by law, erasure requests may not be possible for which the
Business Support & Compliance Department will provide details of in writing to the
individual.

4.12.0bjections to Processing of Data

4.12.1. Individuals may object to the processing of their Personal Data which must be made in
writing to the Business Support & Compliance Department or Human Resources.

4.12.2. Upon receiving such a request, the company will temporarily stop processing this data
while this request is investigated.

4.12.3. If aninvestigation determines that the objection is justified, the company will permanently
stop using this data and provide written confirmation to the individual that processing has
ceased.

4.12.4. If the investigations determine that there is a justifiable requirement to continue the
processing of this data, this justification will be provided to the individual in writing.
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4.12.5. If any individual is concerned about the way the company handles any of their personal
data, they have the right to complain to the Information Commissioners Office (ICO), or local
equivalent.

4.13.Data Portability

4.13.1. The company will make every effort to secure the transfer of any personal data for any

requests made using security tools and encryption for any data provided in an electronic
format.

4.13.2. Data being provided to third parties will be transferred in a secure manner using the
relevant security tools and encryption methods for any data provided in an electronic format.

4.13.3. Any transfer of data to a third party will need review and approval by the Data Protection
Officer (DPO), or Business Support & Compliance Manager. N.B. For the purpose of this
policy, the DPO is the Operations Director.

5. RESPONSIBILITY

5.1. This policy will be reviewed regularly for accuracy and communicated and made available to staff.
Questions and access rights must be directed to the Business Support & Compliance Department,

dpo@nrs-uk.com in writing.

5.2. The company and individual compliance with this policy will be audited by Quality as part of each
department's Quality Audit in accordance with SOP 1.01 Quality Audit of Organisation
Processes.

5.3. Data breaches identified by any member of staff are to be reported and investigated in
accordance with SOP 2.02 GDPR Data Breach Policy.

5.4. The Business Support & Compliance Department will be responsible for coordinating with Heads
of Departments to review the GDPR Register on an annual basis to ensure its accuracy and
compliance or updating as and when necessary.

6. REFERENCES

SOP 1.01 Quality Audit of Organisation Processes
SOP 2.02 GDPR Data Breach Policy

SOP 2.03 GDPR Data Subject Access Request
SOP 2.04 GDPR Data Deletion Request
Employee Privacy Notice

GDPR Reqister
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